10/14/2004 16:01 FAX doo1

Ahna G Eohoo " Waskingtor, DG 20515

Goiortoorilh District

Galiforriar

July 31, 2003

The Honorable Kevin Shelley, Secretary of State
State of California
1500 11th Street
Sacramento, California} 05814
. e —
Dear M =Hettstery,

I'm writing to urge you to add a voter-verifiable aurc].it trail req-uiremen'l: for electronic ("clirectﬁ
recording electronic” or DRE) voting machines before the next federal election in 2004.

The fundamental and essential way the people articipate in government is tl-lrough voting, but
without the confidence of the people in the ::olf;ction and tabulation of their ballots; the sfréngt})
of the electoral system, of ourQovernment institutions, and of ({emocracy itself is diminished.
Nothing ' t]nerefore, is more iimportant than the sanctity of each voter's ballot.

Qur nation's history has been marked by elections which have been called into question because
of the manipulation of weaknesses in voting systems. That's wlny we must con-tinuaﬂy work to
guarantee the highes’c degree of integrity in the election process.

To address the problems in voting systems that became apparent after the 2000 Presidential .
Election, I cosponsored and voted for the Help Arnerica Vote Act, which established minimum
federal standards for elections inclucling the el[i)mina‘cion of punch-carcl voting machines and -
increased access for individuals with disabilities tlu'ougl: electronic voting. .

The enactment of the .He]p America Vote Act was essential to restoring voter-confidence after
2000. However, since enactment of the law, my constituents, local governments, and leading
experts in the field of computer science have expressed concern about the inherent flaws that
make DRE voting machines suscep’cil)le to manipula'l:iou. These concerns have led me to
cosponsor H.R. 2239, the Voter Confidence and Increased Accessibility Act to enhance the
reforms of the Help America Vote Act. The legislation requires a voter-verifiable audit trail for
voting machines by 2004. As you know, experts on the technology used to run these machines
have said a “paper trail” is the only sure safeguard against the manipulation of DRE machines.
I'm enclosing a copy of the legislation for your perusal and I'm also enclosing a{]uly 23, 2003
report titled “Analysis of an Electronic Voting System” by computer scientists trom Johns
Hopleins University and Rice University, who highlightecl possi})le threats to a system produc'.ecl })y

one of the 1eac1ing DRE machine manufacturers.
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I understand that the implementation of a paper trail may create new challenges for the. vitg] task
of improving voting access for individuals wit clisabih’ties, but I'm confident that with the proper

attention, we can oth enhance access for indivicluals with clisabili‘cies and safeguard the integrity

of our voting systems.

In the en&, the sanctity of the voting process depends upon the capable individuals who

administer elections. State and local election oﬁ:icials ong with volunteers perform some of the
most important (and most unclerappreciated) jobs for our state and nation. They do their jobs
with slzilfand honor. I want to commend you in particular for your efforts to reform election
systems in California and to aclznowledge your eﬂlc))rt to acuress the issue of voting system security

by creating the Ad Hoc Touch Screen Task Force Report and ]Jy oﬂering the public an

opportunity to comment.

Sincerely, M 222 W"3 \365{—)
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Anna G. Eshoo

—"Member of Congress

Enclosures



